NupopmanuoHHast NaMATKA
JIS O0YYAKOLIMXCSH AJI51 pa3MeLeHu s
Ha opuumaabHbIX UHTEpHET-pecypcax

C KaxIpIM TOJOM MOJIOACKU B HUHTEPHETE CTAHOBUTHCA OoJIblIE, a
IIKOJBHUKM OJHHM W3 CaMbIX aKTUBHBIX IMOJb30BaTeneil PyHera. Mexny Tew,
MOMUMO OTPOMHOIO KOJIMYECTBA BO3MOKHOCTEW, MHTEPHET HECET U MPOOJIEMBI.
OTa mamsTKa J0JDKHA TTOMOYb Tebe 0e30IacHO HaXOAUTHCS B CETH.

KomnerorepHsie BUPYChI

KoMmbroTepHslid BUPYC - 3TO Pa3HOBHIHOCTH KOMIIBIOTEPHBIX IpPOrpamw,
OTIMYUTEIHHON OCOOEHHOCTBIO KOTOPOU SIBIISIETCS CLIOCOOHOCTH K Pa3MHOXKEHHIO.
B nonosiHeHHE K 3TOMY, BUPYChl MOTYT MOBPEIUThH WM MOJHOCTHIO YHUYTOXHUTh
BCe (pailyibl U JaHHBIE, IOJKOHTPOJBHBIE MOJIB30BATENI0, OT UMEHH KOTOPOTO ObLIa
3amyllleHa 3apa)x€HHas IporpaMMa, a TAKXKE MOBPEIUTh WIH AK€ YHUUTOXKUTH
OIEpaIlMOHHYIO CUCTEMY CO BceMH (haiimamu B 1esoM. B OOJIBLIIMHCTBE CilydaeB
PacpoCTPaHAIOTCS BUPYChI UEPE3 UHTEPHET.

MeTonbl 3aIUTEl OT BPEAOHOCHBIX IIPOrPAMM:

1. Hcnone3y#i COBpPEMEHHBIE OIEPAMOHHBIE CHCTEMBI, HMEIOIINE
CEPbE3HBII YPOBEHB 3alIMTHI OT BPEAOHOCHBIX IIPOTPaMM;

2. IloctossHHO ycTaHaBnuBai mautd (UUGPPOBBIE 3aIlIaTKA, KOTOPBIE
aBTOMATUYECKM YCTAHABIMBAIOTCA C IEJIbI0 JOPAaOTKM IMPOTpaMMbl) U ApyrHe
OOHOBJICHHSI CBOE€H omnepalMOHHOW cuctembl. CkauuMBaili UX TOJBKO C
opummansHoro caira paszpadorunka OC. Eciaum  CymIecTBYeT  pexXuM
aBTOMATUYECKOT0 OOHOBJIEHUS, BKIIFOUH €T0;

3. Pabortail Ha cBOeM KOMIBIOTEpE TMOJ MpaBaMH MOJIb30BaTeNsA, a HE
aIMUHUCTpATOpa. OTO HE IMO3BOJUT OOJBIIMHCTBY BPEJOHOCHBIX MPOrpaMMm
WHCTAJUIAPOBATHCS HA TBOEM NIEPCOHATIBHOM KOMIIBIOTEPE;

4. Hcnonb3yil aHTUBHPYCHBIE NPOTrpaMMHBIE MPOAYKTHI HM3BECTHBIX
MIPOU3BOJIUTEIICH, C aBTOMATHYECKUM OOHOBJICHHEM 0a3;

5. Orpanunub pU3NUECKHU JOCTYN K KOMIBIOTEPY JIJIsl IOCTOPOHHUX JIULL;

6. Vcnonb3yit BHENIHUE HOCUTEIN WH(MOpMAINK, Takue Kak Quielika, JUCK
win ¢aitn U3 MHTEPHETA, TOJIBKO U3 MPO(hEePEHHBIX HCTOYHUKOB;

7. He oTkpbIBali KOMIBIOTEpHBIE (Dailyibl, MOJyYEHHBIE W3 HEHAIEKHBIX
UCTOYHUKOB. Jlaxke Te (pailsbl, KOTOpbIE MpUcaan TBOM 3HAKOMBIH. Jlydiie yrouHu
y HEro, OTIIPaBJIsI JIU OH TeOe uX.

Ceru WI-FI

Wi-Fi - 310 He BUJ mepenaun JaHHbBIX, HE TEXHOJIOTHS, a BCETO JIUIIh OpEH]I,
mapka. Eme B 1991 rony HuaepiaHjckass KOMIIAHUSI 3aperucTpupoBajna OpeH]I
«WECA», uto o6o3Hauano crnoBocoueranue «Wireless Fidelity», koTopsbrit
NEPEBOIUTCS KaK «OeCIpOBOAHASI TOUHOCTDY.

Jlo Hatero BpeMeHH JIoIuIa apyras abbpeBuarypa, KoTopas sSBISICTCS TaKOU
ke TexHojoruen. Jto abOpesmarypa «Wi-Fi». Takoe Ha3BaHue ObUIO JaHO C
HAMEKOM Ha CTaHAapT BhICIIMN 3ByKoBouW TexHuku Hi-Fi, uto B mepeBome
O3HAYaeT «BBICOKAs TOYHOCTHY.



Ja, OecrnaTHbIM MHTEPHET-AOCTYN B Kade, OTesIX U adporopTax sBISAETCS
OTJIMYHOM BO3MOKHOCTBIO BBIXOJla B MHTEpHET. HO MHOrMe sKkcrepThl CUMTAIOT,
gT0 obmeaoctynHbsie Wi-Fi ceTu He sBsitoTcs 6€30macHbIMU.

CoBeTbl 110 0€301acHOCTH paboTe B 00IIEAOCTYIIHBIX ceTssx Wi-fi:

1. He nepenaBaii cBOIO JIMUHYIO HHPOPMAIIHIO Yepe3 olienoctynHabie Wi-Fi
cetu. PaboTas B HUX, )KeJlaTeTbHO HE BBOAUTH MAPOJIN JIOCTYIIA, JIOTHHBI M KaKHe-
TO HOMEpa,;

2. Ucnonb3yit 1 0OHOBJISIIT aHTUBUPYCHBIE MTPOrpaMMbI U OpaHamayep. Tem
caMbIM ThI 00€30Maculllb ce0s OT 3aKaYKHU BUPYyca Ha TBOE YCTPOUCTRBO;

3. Ilpu wucnons3oBanuu Wi-Fi otkmoun ¢yskmuio «OO0mmii goctyn K
daiinam u mpuHTepam». [laHHas (QYHKIUS 3aKphITa MO YMOJYAHUIO, OIHAKO
HEKOTOpbIE MOJIb30BATEIN aKTUBUPYIOT €€ I yI00CTBa UCIIOJIb30BaHUs B paboTe
WM y4eoe;

4. He wucnons3yit myonuunsii WI-FI nns mepemaun JUYHBIX JTaHHBIX,
HaAIMpUMeED JIJIS BBIXOJA B COLIMAIIBHBIE CETH WX B AJIEKTPOHHYIO MOYTY;

5. Unonw3yi ToJIbKO 3anuiieHHoe coeaqunenue yepes HTTPS, a e HTTP,
T.€. pu Habope BeO-aapeca BBOAU UMEHHO «https://»;

6. B mMoOuiabHOM Tenedone oTkimoun ¢yHknuto «Ilogkmrouenune k Wi-Fi
apTomMaTtnueckn». He pomyckail aBTOMAaTH4YE€CKOrO MOAKIIOYEHHUS YCTPOMCTBA K
cetssim Wi-Fi 6e3 TBoero cornacus.

CormanbHbie ceTH

CornuanpHbIe CETH aKTUBHO BXOJAT B HAITy KM3Hb, MHOTHE JIIOIU PaboTaroT
1 KUBYT TaM IMTOCTOSIHHO, a B Facebook yke 3aperucTpupoBaH MIJITHAP,T YETOBEK,
YTO SIBJISICTCSI OJHOM CeAbMOM BCEX JKUTEIIEH ILIaHEeThl. MHOTHE ITOJIb30BaTEIIN HE
MOHUMAIOT, YTO MHGOpMAIMs, pa3MEIICHHas UMU B COIIMAIBHBIX CETSIX, MOXKET
ObITh HalJeHAa W WCIOJIb30BaHA K€M YTOJHO, B TOM YHCJIE€ HE 0053aTeIbHO C
OJlaruMu HAMEPEHUSIMU.

OcCHOBHBIE COBETHI IO 0€30MACHOCTH B COITMATBHBIX CETSIX:

1. Orpanmyb crmucok npy3ei. Y TeOs B Jpy3bsSX HE JOKHO OBITh
CIIy4alHBIX U HE3HAKOMBIX JIFOJIEH;

2. 3ammiaid CBOIO YacTHYIO u3Hb. He ykaspiBail maposu, TenedoHsI,
aapeca, JaTy TBOETO POXICHHUS ©W  JPYryl0 JHYHYIO  HHGOPMAIHIO.
3110yMBIIICHHUKHA MOTYT UCITOJIB30BaTh Jake HH(POPMAIIUIO O TOM, KaK Thl 1 TBOH
POIUTENH TUTAHUPYETE TPOBECTH KAaHUKYIIBI;

3. 3amuiail CBOIO pemyTaluio - JACPKU €€ B YUCTOTE W 3ajaBail cede
BOIIPOC: XOTEN OBbI ThI, YTOOBI APYTHE MOJIB30BATEIIN BHJICTH, YTO ThI 3arpyKaciib?
[Toxymaii, IpeskJie YeM UTO-TO ONMyOJIUKOBATh, HAIUCATh U 3arPy3UTh;

4. Ecam Thl TOBOPHIIG C JIFOABMU, KOTOPBIX HE 3HAEIh, HE UCIIOJIb3YH CBOE
peaNibHOE MMS U JPYTYIO JUYHYI0 WH(OPMAITUU: UMSI, MECTO JKUTEILCTBA, MECTO
yueObl U TIpoUee;

5. U3berait pazmemenus ororpaduii B IHTepHETE, T/I€ THI M300paXkeH Ha
MECTHOCTH, 110 KOTOPOI MOKHO OTPECIUTh TBOE MECTOTIOIOKECHHE;



6. Ilpu peructpanuu B COLMAIBHOW CETH HEOOXOAMMO HCIOIb30BaATh
CJIOHBIE TIAPOJIH, COCTOSIUE U3 OYKB U LIU(PP U C KOJTUYECTBOM 3HAKOB HE MEHEE
8;

7. Jns  conuanbHOW CETH, TMOYTBI W JAPYIHX CaWTOB HEOOXOIUMO
UCII0JIb30BaTh pa3Hble maposu. Toraa eciu Tedsi B3JIOMAIOT, TO 3T0YMBIIIIEHHUKU
IOJIy4aT JOCTYII TOJIBKO K OZTHOMY MECTY, a HE BO BCE Cpa3y.

DJIIEKTPOHHBIE JICHBI U

DJNEeKTpOHHBIE JEHBIW — 3TO OYEHb YyAOOHBINA CHOCOO MaTeked, OJHAKO
CYIIECTBYIOT MOLIEHHUKH, KOTOPBIE XOTAT MOJYYUTh 3TU JCHBIH.

DNEeKTPOHHBIE IEHI'M MOSIBUIIMCH COBCEM HEJJABHO U UMEHHO M3-3a 3TOr0 BO
MHOTMX T'OCYyAapCTBax A0 CHX IOP HE MPOIMKUCAHO PO HUX B 3aKOHAX.

B Poccuu sxe oHU (QYHKIIMOHUPYIOT U O HUX YK€ MPOIMKCAHO B 3aKOHE, TJe
UX pa3leisIl0T Ha HECKOJIBKO BHUJIOB - AHOHMMHBIE U HE aHOHMMHbIE. Pa3Huna B
TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX pa3peliaeTcs NpoOBOAUTH onepaiuu 6e3
uJeHTU(UKAIINK TI0JIb30BaTENsl, 4 B HEAHOHUMHBIX UJIEHTU(DUKAIIUN MTOJTH30BATENS
SBJIIETCS 0053aTEILHOM.

Taxke crnemyer pasznuyaTh dSJEKTPOHHBIE (UaTHBIE JEHBIU (paBHBI
rOCyJIapCTBEHHBIM BaJIOTaM) M JJIEKTPOHHbIE He(dUaTHBIE JCHBIM (HE PaBHBI
rOCyJapCTBEHHBIM BAJIIOTaM).

OcHoOBHBIE COBETHI IO 0€30MacHON padOTE C NEKTPOHHBIMU JIEHbAMU:

1. IlpuBssku K cyeTy MOOWIBHBIA TeneoH. DTO camblid yHOOHBIM U
OBICTpBI CMOCOO BOCCTAHOBUTH JOCTYN K cueTy. IlpuBsizanssiii TenedoH
MIOMOJKET, €ciau 3a0ylellb CBOW IUIATEXHBIM Mapoib WIM 3aijellb Ha CalT C
HE3HAKOMOT'O YCTPOMCTBA;

2. Hcnonb3yil omHopa3oBbie maponu. llocie mepexona Ha YCHICHHYIO
aBTOpM3aIuio Tebe yke He OyneT yrpokaTh OMACHOCTh KpPakKH WJIM TepexBaTa
IJIATEKHOTO MapoJIs;

3. Boeibepu cnoxubiii mapons. [IpectynmHukam OyneTr HE MPOCTO yrajaarh
CJOHBIN Maposib. HanexxHele mapoinum — 3TO MApPOiIU, KOTOPBIE COAEpPKAT HE
MEHee 8 3HAKOB M BKIIIOUAIOT B ce0sl CTPOYHBIC M MPOMHUCHBIC OYKBBI, ITUGPHI U
HECKOJIbKO CHMBOJIOB, TaKME€ KaK 3HAK JI0JUiapa, (PyHTa, BOCKIMIIATEILHBIN 3HAK U
T.11. Hanmpumep, StROng!;;

4. He BBOIM CBOM JINYHBIE JAHHBIE HA CalTax, KOTOPBIM HE JTOBEPSIEIIb.

DJIEKTPOHHAS TTIOHTA

DIIEKTPOHHAS MOYTa — 3TO TEXHOJOTHUS U MPEAOCTABISEMBIE €0 YCIYTH I10
NEPECHUIKE U MOJTYUYEHHUIO AJIEKTPOHHBIX COOOIIEHUH, KOTOPhIE paclpeaeatoTcs B
KOMIMBIOTEpHOU ceTh. OOBIYHO AJIEKTPOHHBIM TMOYTOBBIA SIIIUK  BBITJISIUAT
CJIEIYIONTUM 00pa3oM: UMsI_TOJIb30BaTENA(@WUMS_JTIoMeHa. Takxke Kpome mepeauu
MPOCTOTO TEKCTA, UMEETCS BO3MOXKHOCTH TIEpe1aBaTh (pailiibl.

OCHOBHBIE COBETHI IT0 OE30IMaCHOM pabOTe C IICKTPOHHOM MOUTOM:

1. Hago BBIOpaTh mNpaBWIIbHBIA TMOYTOBBIA CEpBUC. B wWHTEpHETE ecThb
OTPOMHBIN BBHIOOP OECIUIATHBIX MOYTOBBIX CEPBUCOB, OJTHAKO JIYUIIIEe IOBEPSATH TEM,
KOTI'0 3HACIIb U KTO MEPBBINA B PEUTUHTE;
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2. He yka3piBail B IMUHON mouTe JIMUHYIO uH(popManuto. Hanpumep, myurie
BBIOpATh «MY3bIKaJIbHBIN (paHaT@» uim «pok2013» BmecTo «temall3y;

3. Hcnonp3yid ABYX3TANHYK ABTOPHU3ALMIO. JTO KOrJa MOMHUMO MapoJs
HY>KHO BBOJUTB KOJI, TPUChUIaEMBbIN T0 SMS;

4. BeiOepu CIOXKHBIN Maposib. [IJsl KaXA0ro MOYTOBOIO SIIKKA T0KEH OBbITh
CBOM HAJIC)KHBIM, yCTOMYMBBIN K B3JIOMY I1apOJIb;

5. Ecnu ecth BO3MOXKHOCTh HAamucaTb CaMOMY CBOM JIMYHBIA BOIIPOC,
HCIOJIB3YH 3TY BO3MOXHOCTB;

6. Hcrnosb3yili HECKOJIBKO IOYTOBBIX AIMKOB. [lepBbIl s 4vacTHOU
MEPEINUCKU C aipecaraMu, KOTOPHIM Thl JOBEpsClIb. JTO AJIEKTPOHHBIN ajpec He
HAJI0 UCTIOIH30BATh MPU PETUCTPAINH Ha OopyMax U CalTax;

7. He oTkpbiBail ¢aiisibl U Ipyrue BJIOKEHHUS B IMUCbMaX JaKe €CIM OHHU
NPUILIA OT TBOUX Jpy3eu. Jlydine yTO4HU y HUX, OTIPABISIN JU OHU TeOe ATU
(baisl;

8. Tlocne okoHuaHusi paOOThl HA MOYTOBOM CEpPBUCE TMEpe]l 3aKPhITHEM
BKJIQJIKU C CAUTOM He 3a0y/1b HakKaTh Ha « BBIATIY.

KubepOymuiiHr unu BUpPTYyaabHOE U3/€BATEIBCTBO

KubepOymiuHar —  mpeciiejoBaHUE  COOOIICHUSIMHU,  COJEpKAIIUMHU
OCKOpOJIeHMS, arpeccuio, 3aIyTUBaHUE; XYJINTAHCTBO; COLIMAJIbHOE
OOMKOTHUPOBAHKE C TIOMOIILIO PA3TMYHBIX HHTEPHET-CEPBUCOB.

OcHoBHBIE COBETHI 10 00pHOE ¢ KHOEPOYIITMHIOM:

1. He Opocaiics B 60#. Jlydmuii cnoco6: mocoBeToBaThCA Kak ceOsl BECTH U,
€CJIM HET TOro, K KOMy MOXXHO OOpaTUThCSA, TO BHayajle YCIOKOUThCA. Eciaum Tbl
HayHEIIb OTBEYATh OCKOPOJIEHUSIMU Ha OCKOPOJICHUS, TO TOJIBKO emle OoJibliie
Pa30AOKeIb KOH(IJIHUKT;

2. Yupapnsii cBoel kubeppemyTaiueii;

3. AHoHuMHOCTh B ceTu MHUMAas. CylIecTBYIOT CHOCOOBI BBISICHUTH, KTO
CTOMUT 32 aHOHUMHBIM aKKayHTOM;

4. He crouT BecTH XyJNHMraHCKuil oOpa3 BUPTyalbHOW >ku3HU. MHTEepHET
(buKCUpyeT BCe TBOM JEHUCTBHS W COXpaHSIET UX. YJIUTh UX OyIeT KpaitHe
3aTPYJHUTEIIBHO;

5. CoOmroail CBOM BUPTYaIbHYIO YECTh CMOJIONY;

6. WrHopupyil eauHuuHblii HeraTuB. OJHOpPA30BbIE OCKOPOUTEIHHBIE
COOOIIeHHsT Jyd4llle WrHopupoBath. OOBIYHO arpeccusi TMpeKpamaercss Ha
Ha4yaJIbHOW CTAJHH,

7. ban arpeccopa. B nporpamMax oOMeHa MIHOBEHHBIMU COOOIICHUSIMU, B
COITMATILHBIX CETAX €CTh BO3MOXHOCTh OJIOKUPOBKH OTIIPABKH COOOIIECHUN C
OMpEICJICHHBIX aJPECOB;

8. Ecnu T cBUneTeh KuOepOyutiHTa. TBOM NEMCTBUS: BBICTYITUTH MPOTUB
npecieaoBaTensi, MOoKa3aTh €My, YTO €ro JEWCTBUS OLEHUBAIOTCS HEraTUBHO,
MO/JIEPKaTh KEPTBY, KOTOPOM HYKHA TICUXOJOTHYECKas TOMOIb, COOOIIUTH
B3pOCIBIM O (haKTe arpecCUBHOTO TTOBEJICHHS B CETH.

MoOuiabHBIN TenehoH



CoBpeMeHHbIe CMapTPOHBI U TJIAHIIETHI COJIEPKAT B ceO€ BIOJIHE B3POCIbIN
GyHKUHMOHAT, W TEmepb OHU MOTYT KOHKYpUPOBaTh CO CTallMOHAPHBIMU
KoMIlboTepamMu. OHAKO, CPEACTB 3AIIUTHI JIs1 OJJOOHBIX YCTPOUCTB MTOKA OYEHB
Mmajo. TectupoBaHue M TIOMCK YSA3BUMOCTEH B HHUX TMPOUCXOJUT HE Tak
MHTEHCUBHO, Kak 171 [1K, To ke camoe kacaercst 1 MOOMIIbHBIX MPUITOKESHHM.

CoBpemeHHbIE MOOWJIbHBIE Opay3epbl yK€ MPaKTHYEeCKH JIOTHAJH
HACTOJIbHBIE aHAJOTH, OJHAKO pacHMpeHue (yHKIMOHAma BIeYeT 3a CcoOoM
OOJBIIYIO CIIO)KHOCTh M MEHBIIYIO 3aIUIIEHHOCTb.

Jlaneko He BcCe MPOU3BOAMUTENN BBITYCKAIOT OOHOBJIEHUS, 3aKPBIBAIOIINE
KPUTHUYECKHE YSI3BUMOCTH JIJIsl CBOUX YCTPOMCTB.

OcHOBHBIE COBETHI JIsl 0€30MaCHOCTH MOOMIIBHOTO TenedoHa:

1. Huuero He siBisieTcs MO-HACTOSIIEMY OecIUlaTHBIM. Bynb ocTopokeH,
BeJlb Korja Tede mpenjaraioT OecrjaaTHbI KOHTEHT, B HEM MOTYT OBITb CKPBITHI
KaKue-TO TJIaTHBIC YCIIYTH;

2. Jlymaii, npexnae yeM otnpaBuTb SMS, ¢goto wmu Buzaeo. Tel TOYHO
3Haellb, Iie OHU OyIyT B KOHEYHOM UTOTE?

3. Heo0xoaumo 0OHOBIATH ONEPALMOHHYIO CUCTEMY TBOETO CMapT(HOHA;

4. Ucnionb3yit aHTUBUPYCHBIE IPOIPAMMBI JJIs1 MOOMJIBHBIX TEIE(POHOB;

5. He 3arpyxaii mpuiaoKeHHUsI OT HEU3BECTHOTO UCTOYHUKA, BEJIb OHU MOTYT
coJIep>KaTh BPEIOHOCHOE MTPOTrpaMMHOE O0ECIICUECHHUE;

6. [locie Toro Kak Thl BEIMJEIIb C CaliTa, I/I€ BBOJAWJ JIMUYHYIO HH(OpPMALHIO,
3aiiin B HACTPOIKkK Opay3epa u yaaiu cookies;

7. llepuoanuecku TpPOBEpsii Kakue TIUIATHBIE YCIYTHM aKTHMBHPOBAHBI Ha
TBOEM HOMEDE;

8. JlaBaii cBOli HOMEp MOOWMIJIBHOTO Telie(hOHA TOJIBKO JIFOASIM, KOTOPBIX ThI
3HaelUIb U KOMY JI0BEpsIellib;

9. Bluetooth nomken ObITH BBIKIIIOYEH, KOT/Ia Thl UM HE TOJb3yelibes. He
3a0bIBail UHOTIa IPOBEPSITH 3TO.

Online urpsr

CoBpeMeHHbIE  OHJIAMH-UTPBI - 93TO Kpaco4yHbIE, 3aXBaThIBAIOILNE
pa3BieUeHUsl, OOBEIUHAIONIME COTHU ThICSU 4YEJOBEK 1Mo Bcemy mupy. Urpoku
UCCIIEYIOT JaHHBIM UM MHp, OOMIAIOTCS APYT C IPYrOM, BBITIONHSIOT 3a/laHusl,
CpaXaloTCSi ¢ MOHCTpPaMH MW TOJYYarOT OMBIT. 3a yIOBOJBLCTBUE OHHU ILIATHAT:
MOKYTIAIOT JTUCK, OTJIAYMBAIOT a0OHEMEHT WJIA TPUOOPETAIOT KaKHe-TO OIIIUH.

Bce atu cpeactBa uayT Ha oAepKaHUE U Pa3BUTUE UTPHI, @ TAK)KE HA CaMy
0€30IacHOCTh: COBEPIICHCTBYIOTCS CHCTEMbI aBTOPU3AIMH, BBITYCKAIOTCS HOBBIC
naTyu (LU@poBbIe 3aIIaTKU sl IPOTPaMM), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B mogoGHBIX urpax CTOMT oOmacaTbCsi HE CTOJBKO CBOMX COIEPHHUKOB,
CKOJIBKO Kpa)XXM TBOErO Mapojs, Ha KOTOPOM OCHOBaHa CHCTEMa aBTOPHU3AINU
OOJBIITMHCTBA UTP.

OcCHOBHBIE COBETHI 110 O€30MaCHOCTH TBOETO UTPOBOT0 aKKAyHTA!

1. Ecnmu npyroit urpok BeAeT ceds TUI0X0 MM cO3/1aeT TeOe HEMPUSTHOCTH,
3a0JIOKUPYH €ro B CHUCKE UTPOKOB;



2. ITloxanyiics aIMHHHCTpPATOpaM MIPbl HA IUIOXOE ITOBEIEHHE HTOTO
UTPOKa, JKEIATENBHO MPUIIOKUTh KaKUE-TO JO0Ka3aTEIbCTBA B BUJE CKPUHOB;

3. He yka3piBail 1uuHy0 HHOOpMaIUIO B Mpodaiisie Urpsl;

4. YBaxaii Ipyrux y4aCTHUKOB IO UTPE;

5. He ycranapnuBaii HeopuimaabHbIe TATYH U MOJIBI,

6. Mcrionb3yii CII0KHBIE U Pa3HbIE TAPOJIH;

7. Jlaxke BO BpeMsl Urpbl HE CTOUT OTKJIIOUYaTh aHTUBUpYC. [loka TbI
Urpaelib, TBOI KOMIIBIOTEP MOTYT 3apa3UTh.

QOUIIMHT WM KpaXka TUYHBIX JAHHBIX

OOBIYHOM KpaXkel JeHEeTr W JOKYMEHTOB CETOMHS YK€ HUKOTO HE YIWBHIIb,
HO C pa3BUTHEM HWHTEPHET-TEXHOJOTUN 3JIOYMBIIUICHHUKH TEPEMECTUIIUCH B
UHTEPHET, U MPOJIOJDKAIOT 3aHUMATHCS «ITFOOUMBIMY JIETIOM.

Tak mosiBuiach HOBas yrposa: MHTEPHET-MOIICHHUYECTBA WIM (DUIIUHT,
rJIaBHas 1eJdb KOTOPOrO COCTOMT B TMOJMYYEHUU KOH(PHUACHIIMAIBHBIX JaHHBIX
M0JIb30BaTENIeW — JIOTMHOB U maposeil. Ha anrmuiickoM si3bike phishing uynurtaercs
kak ¢umuHr (0T fishing — peIOHas 0B, password — HapoJb).

OcHOBHBIE COBETHI IO 00PHOE € (PUITUHTOM:

1. Cnenu 3a cBouM akkayHTOM. Eciv Thl MOJ03peBacllb, YTO TBOSI aHKETA
OblTa  B3JIOMaHa, TO HEOOXOAMMO  3a0JIOKUpOBaTh €€ W COOOUIMTH
aJIMUHHUCTPATOpaM pecypca 00 3TOM KaK MOKHO CKOPEE;

2. Ucnonw3yii 6e30macHbie B€O-CaliThl, B TOM YKCII€, THTEPHET-Mara3uHoB U
MTOMCKOBBIX CUCTEM;

3. HWcnonb3yll cnoxkHbIE W pa3Hble mapoiu. Takum oOpa3om, eciau TeOs
B3JIOMAIOT, TO 3JIOYMBIIUICHHUKH MOJy4aT JOCTYN TOJIBKO K OJIHOMY TBOEMY
po U0 B CETH, a HE KO BCEM;

4. Ecnu TeOs B3IOMaiM, TO HEOOXOAMMO TMPEeAyNpeauTh BCEX CBOUX
3HAKOMBIX, KOTOpbIE 100ABJIEHbI y T€0s B APY3bsiX, O TOM, YTO T€Os B3JIOMANH U,
BO3MOYKHO, OT TBOETO UMEHH OYJIET PacChlIaThCs ClIaM M CChUIKU Ha (PUIITMHTOBBIE
CalThI;

5. YcranoBu HaaexHbii napois (PIN) Ha MoOWIbHBIN TenedoH;

6. OTKIII0OUM cCOXpaHeHue mapoJsi B Opaysepe;

7. He oTkpbiBaii Qailnbl U Jpyrue BIOKEHHUS B MUChbMAax Jake €CIU OHH
NPUIIUTM OT TBOUX Jpy3eu. Jlyuie yTouHM y HHMX, OTIPABISUIM JIM OHU TeOE ATH
(baibl.

[udposas penyranus

[udporas pernyranusi - 3TO HEraTUBHAsI WM TMO3UTHBHAs WHGOpMalUs B
cetu o Tebe. Kommpomerupyromas uHbopmalus pa3MelleHHas B WHTEPHETE
MOXET CEPBhE3HBIM 00pa30M OTPa3UThCS HA TBOEH peanbHOM ku3HU. «[{udposas
penyTanus» - 3T0 TBOH UMUK, KOTOPBINA hopMHpyeTCs u3 nHPpopManuu o Tede B
UHTEpHETE.

TBoe MecTo IKUTENhCTBA, Yy4eObl, TBOE (PHUHAHCOBOE TOJOXKEHHUE,
O0COOEHHOCTH XapakKTepa M pacCKas3bl O OJM3KUX - BCE 3TO HAKAIJIUBACTCS B CETH.

MHorue NOoAPOCTKHA JIETKOMBICIEHHO OTHOCSTCS K MyONUKAIMU JTUYHOU
uHdopmaruu B MHTEpHETE, HE MOHMMAsT BO3MOXKHBIX TMOCHenCTBHM. Thl maxe He



CMOJKelIb IOrafaTbCsi O TOM, 4TO (ororpadus, pa3MelleHHas 5 JeT Ha3al, cTaja
NPUYMHON OTKa3a NPUHATH TeOsI Ha paldoTy.

KommMmenTapuu, pasmelenne tBoux (otorpaduii U apyrue JeicTBUs MOTYT
HE HCYE3HYTh JaKe€ IIOCIE TOro, KaK Thl WX yAanullb. Tbl HE 3Haellb, KTO
COXpaHWJ ATy HH(OpMalMIO, Tonajga JMU OHAa B IIOMCKOBBIE CUCTEMBI MU
COXpaHWJIach JU OHA, a TJIABHOE: YTO MOAYMAaloT O Tebe OKpy’Karollee JIO/IH,
KOTOpbIE HAaWAYT U yBUAAT 3T0. Haiitu nHopmanmio MHOTO JIET CILyCTSI CMOKET
JTI000H - Kak U3 T0OpBIX MOOYKIECHUH, TaK U C HAMEPEHUEM MIPUYUHUTE Bpea. ITO
MOKET OBITh KTO YTOJTHO.

OCHOBHBIE COBETHI 110 3aIIUTE ITU(PPOBOI peryTaLUU:

1. [omymaii, mpexJie 4em 4To-TO MyOJIMKOBATh U NIepeaBaTh y ceds B 6yore
WIH B COLIMAJIBHOM CETH;

2. B nHactpoiikax mpo@uis yCTaHOBH OTpaHHYEHUS HAa MPOCMOTP TBOETO
npouiIs ¥ €ro CoEeP>KUMOTr0, CIETai ero TOJIbKO «JUIs IpYy3eiD»;

3. He pasmemaii u He ykas3plBail MHpOpMAIIHMIO, KOTOPast MOXKET KOro-Iudo
OCKOPOJIATH WK OOMKATh.

ABTOpCKO€E MPaBo

CoBpeMEHHbIE  LIKOJIBHUKH-  aKTUBHBIE  IOJB30BaTeId  ILU(PPOBOTO
npoctpancTBa. OJHAKO JAlNeKO HE BCE 3HAIOT, YTO IOJIb30BAaHWE MHOTUMHU
BO3MOXHOCTSIMM  LM(ppoBoro  Mupa TpeOyeT coOONOJECHHS  NpaB  Ha
MHTEIJICKTYyallbHYI0 COOCTBEHHOCTb.

TepMuH «uHTEIJIEKTyadbHasi COOCTBEHHOCTBY» OTHOCHTCS K Pa3IUYHBIM
TBOPEHHUSM YEJIOBEUECKOrO yMa, HadMHas C HOBBIX HM300pPETEHHN M 3HAKOB,
0003HAYAIOIINX COOCTBEHHOCTh Ha MPOAYKTHI M YCIYTH , U 3aKaHUYMBas KHUTAMH,
dboTorpadpusiMu, KHHODUIEMaMH U MY3bIKAJIbHBIMU TTPOU3BEICHUSIMU.

ABTOpCKHE TpaBa - 3TO IpaBa Ha MHTEJUIEKTYalbHYIO COOCTBEHHOCTh Ha
IPOM3BENICHUSI HAYKH, JTUTEPATyphl U UCKyCCTBA. ABTOPCKHE IMpaBa BHICTYMHAIOT B
KayecTBE TapaHTUU TOTO, YTO WHTEJUIEKTYaJbHBIN/TBOPUECKUM TPy aBTOpa HE
OyAeT HampacHbIM, JacT €My CIIpaBeJJIMBbIE BO3MOXHOCTH 3apadoTaTh Ha
pe3yiabTaTax CBOETO TPYyJAa, MOJIYYUTh H3BECTHOCTh W Mpu3HaHue. Hukro 06e3
paspelieHusi aBTOpa HE  MOXET BOCIPOM3BOJUTH €ro  MPOU3BEICHHE,
pacmpocTpaHsiTh, MyOJUYHO JAEMOHCTPUPOBATh, MpPOJaBaTh, WMIIOPTUPOBATH,
MycKaTh B MPOKAT, MyOJIMYHO HCIONHSATH, MOKA3bIBATH/UCHIONHATh B dQUpE WIH
pasMerars B MIHTEepHeTe.

Hcnonb30BaHne «MUPATCKOTO»  MPOTPAMMHOTO  OOECTIEUEHHUS] MOXKET
NpPUBECTH K MHOTUM pHCKaM: OT TMOTEPH JaHHBIX K TBOMM aKKayHTaM [0
OJIOKUPOBKH TBOETO YCTPOWCTBA, IJI€ YCTAHOBJICHHBIM HE JIeTalbHAsl IIporpaMmma.
He crour Taxke 3a0biBaTh, YTO CYyIIECTBYET JierajibHble M OecriaTHbIC
IPOrpaMMbl, KOTOPbIE MO>KHO HAMTH B CETH.

O nopraine

CereBrU4OK.p( - TBOU IJIaBHBIA COBETYMK B CETH. 37I€Ch Thl MOKEIIb y3HAThH
0 0€30MaCHOCTH B CETU MOHSATHBIM U JOCTYIIHBIM SI3bIKOM, a MPU BO3HUKHOBEHUH
KPUTHYECKON CUTyallud OOpaTUTHCSA 3a COBETOM. A TakXe MPUHATH y4acTHE B
KOHKYpCax M CTaTh CAMbIM IIU(PPOBBIM IpaskJaHUHOM !






